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HNupopmanuoHHasi NAMATKA IS 00y4aIOLUXCH
NJISl pa3MeleHuss Ha 0pUIUAIbLHOM CalTe

MYHHUIHMIAJIbHOT0 ABTOHOMHOI0 00111€00pPa30BaTEJIbHOI0 YUPeKIeHNSI
MYHHUIIMNIAJIBLHOT0 o0pa3oBanus ropoa Kpacnonap
cpeaHss o01eo0pa3oBaTebHas mKoaa Ne 53
umenu I'eposi CoBerckoro Corosza EnnzaBersl HailkuHou

C kaxabIM TOAOM MOJIOJIEKH B HHTEPHETE CTAaHOBUTHCA OOJbIIE, a
IIKOJBHUKU OJHU W3 CaMbIX AaKTUBHBIX TNoJib30oBarene PyHera. Mexny tew,
OMHMO OTPOMHOT0 KOJIMYECTBAa BO3MOKHOCTEH, MHTEPHET HECET U POOJIEMBl. JTa
namsTKa JOJHKHA MOMOYb TeOe 6€3011aCHO HaXOUThCS B CETH.

KommnbroTepHbie BUPYChI

KoMmnbloTepHBId BUPYC - 30 Pa3HOBHAHOCTh KOMIIBIOTEPHBIX MIPOrpaMM,
OTINYUTEIHHOU OCOOCHHOCTHIO KOTOPOH SIBISIETCSI CIIOCOOHOCTH K pa3MHOXKEHHI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYChl MOTYT MOBPEAUThH WIIA MOJHOCTHIO YHUUTOXKUTH BCE
daiinpl ¥ JaHHBIC, TOJKOHTPOJIBHBIE TOJIH30BATENI0, OT UMEHU KOTOPOTO Oblia
3amyllleHa 3apakeHHasi MporpamMma, a TakKe IMOBPEIUTh WM JaXX€ YHHUTOXKUTb
ONEpallMOHHYI0 CUCTEMY €O BceMHu (aitiamu B nenom. B OonbIIMHCTBE ciiydyaeB
PaCIPOCTPAHSAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTobl 3a1UThI OT BPEIOHOCHBIX MPOIPAMM:

1. Vcnonb3yii COBpEMEHHBIE ONEepallMOHHBIE CUCTEMBI, UMEIOIUE CEPhE3HbBIN
YPOBEHb 3aIIUThI OT BPETIOHOCHBIX MPOTPaMM;

2. IloctossHHO ~ycTaHaBnuBai HauTh (IUGpPOBBIE 3aIUIaTKH, KOTOPHIE
aBTOMATUYECKM YCTAaHABIIMBAIOTCS C IEJIbI0 JOPaOOTKM MPOTpaMMbl) U Jpyrue
OOHOBJICHHS CBOEH OIepaliMoHHOM cucTemMbl. CKaunBail KX TOJIBKO ¢ O()UIIMATBLHOTO
caiita paspadoruuka OC. Ecnu cymiecTByeT peKuM aBTOMaTHUE€CKOr0o OOHOBJICHUSI,
BKJIIOYH €T0;

3. PaGoTaii Ha cBOeM KOMIIbIOTEpPE IIOJ TMpaBaMU IOJb30BaATENs, a HE
aIMUHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MpPOrpamMmm
WHCTAJUIMPOBATHCSA HA TBOEM NIEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yll  aHTUBUPYCHBIE MPOTPAMMHBIE  MPOAYKTHI  M3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0as3;

5. Orpannub GU3UIECKUN JOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIT;

6. Mcnonps3yii BHEITHUE HOCUTEIN MHQOpMAIlUU, Takue Kak (uernika, AUCK
niu (aitn U3 MHTEPHETA, TOJBKO U3 TIPOBEPEHHBIX NCTOYHUKOB,;

7. He oTkpbIBail KOMIIbIOTEpPHBIE (ailfibl, MOTYYCHHbIE W3 HEHAJCKHBIX



HUCTOYHUKOB. Jlaxke Te (aiiiibl, KOTOpbIE MPUCIA TBOM 3HAKOMBIN. Jlydllie yTouHH y
HEro, OTIPABIISI JIK OH TeOe UX.

Ceru WI-FI

Wi-Fi - a0 He BUj niepeadn JaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIb OPCHI,
mapka. Eme B 1991 romy HumepiaHiackas KOMIIAHUS 3apeTUCTPHpOBajia OpeH
"WECA", uto o0o3naugano cioBocouetanue Wireless Fidelity”, xortopsri
NEepPEBOAUTCS Kak "OecpoBOAHAS TOYHOCTD'.

Jlo Haiiero BpeMeHH JAoliia Apyras abOpeBuaTypa, KoTopas sSIBIsSEeTCS TaKou
ke TexHoyoruei. Oto abbOpeBmarypa "WIi-Fi". Takoe HazBaHue OBLIO IaHO C
HAMEKOM Ha CTaHJapT BBICIICH 3BYKOBOM TexHuku Hi-Fi, uTo B mepeBojie 03HayaeT
"BBICOKAsi TOYHOCTH".

Jla, OecriaTHBII UHTEPHET-I0CTYI B Kade, OTENIX U adporopTax SBISETCS
OTIIMYHOU BO3MOYKHOCTBIO BBIX0OJIa B MHTEPHET. HO MHOTHE DKCIIepPThI CYUTAIOT, UTO
obmenoctynusie Wi-Fi cetn He sSBiIsIOTCS 0€301IaCHBIMH.

CogeTsl 10 6e30macHOCTH pabOThI B 001Ieq0CcTyMHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBoto Ju4HYyI0 HHpopManmio depes odmenoctymnabie Wi-Fi
cetu. PaboTas B HUX, KeIaTeIbHO HE BBOJUTH MApOJIH JOCTYIIA, IOTUHBI H KaKUe- TO
HOMEpA;

2. Vcions3yit 1 OOHOBIIAM aHTUBUPYCHBIE TTpOrpaMmbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonb3oBanuu Wi-Fi otkiroun dyrkiuo "OO0mumii 1octyn K daiaam
u npuntepaM". [lanHas (QyHKIMS 3aKpbITa MO YMOJYAaHHUIO, OJJHAKO HEKOTOPbHIC
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBAa MCIIOJIb30BaHUs B paboTe win yueoe;

4. He wucnonw3ydt nyommuneii W1-F1 nms mepenmauum NUYHBIX JaHHBIX,
HaIMpUMeED JIJIS BBIXOJa B COIIMAIIBHBIE CETH HIIU B DJICKTPOHHYIO MOYTY;

5. Mcnonp3yit ToabKo 3amuineHHoe coequnaenue yepe3 HTTPS, a ne HTTP,
T.€. ipu Habope BeO-aapeca BBoaAM uMeHHO "https://*;

6. B MoOunpHOM Tenedone otTkmoun ¢yuknuto "Tloaxmouenue k Wi-Fi
aproMarnuecku'. He nomyckail aBTOMaTHYECKOrO MOJKIIOYEHHUSI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

CormanbHbie ceTH

CornuanbHbIe CETH aKTUBHO BXOJIAT B HAITY JKU3Hb, MHOTHE JTFOAU PaboOTaroT
U JKUBYT TaM IOCTOsIHHO, a B Facebook yike 3aperucTpupoBaH MUILIHAP]] YCIOBEK,
YTO SBISETCA OJHOM CEeIbMOM BCEX KUTEJIEH MiIaHeThl. MHOTHE IMOJIL30BaTeId HE
MMOHUMAIOT, YTO MH(POPMAIIHS, pa3MEIIeHHAs MU B COITUAIBHBIX CETSIX, MOXKET OBITh
HaliJIeHa U WCIOJb30BaHa K€M YrOoJHO, B TOM YHUCJIE HE 00s3aTeIbHO C OJlaruMu
HaMEPEHUSMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COITUATIBHBIX CETX:

1. Orpannub criucok apy3eil. Y 1e0s B Ipy3baxX HE JOJIKHO ObITh CIyYailHbIX
1 HE3HAKOMBIX JIIOJICH;

2.3amminai CBOK 4YaCTHYHO JKHM3Hb. Fie ykaswiBail maponiu, TeleOHBI,
aapeca, Jary TBOErO0 POXICGHUS U JPYrylo JUYHYH0  UH(OpMaIuio.
31I0yMBIIUICHHUKHA MOTYT MCTIOJIB30BaTh Jake MHGOPMAIIMIO O TOM, KaK Thl U TBOU
POJIUTENH TUTAHUPYETE MPOBECTH KAHUKYJIHI;

3. 3amminai CBOIO pemyTaluio - IEp>KU €€ B YUCTOTE U 3a/1aBail cebe BOIpoc:



XO0TeJ ObI Thl, YTOOBI APYTHE MOJIB30BATENH BUEIH, UTO Thl 3arpysxaeib? [logymaii,
MPEXJIe YEM UTO-TO OMYOJIMKOBATh, HAITUCATh U 3arPy3UTh;

4. Eciii ThI TOBOPHIIIb C JIIOJbMU, KOTOPBIX HE 3HAEIIb, HE MCIOJIb3YH CBOE
peargbHOEe UMA U JIPYTYIO JIMUHYI0 MHGOPMAIMU: UMs, MECTO >KUTEIbCTBA, MECTO
y4eObl U pOUee;

5. M36erait pazmemienus: gororpaduii B MaTEepHETE, I7Ie THI M300pakKeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJEIUTHh TBOE MECTOIOIOKEHUE;

6. [Ipu peructpamii B COLMANIBHON CETH HEOOXOJWMO HCIIOIb30BATh
CJIO>KHBIE MAapOJIH, COCTOSIIME U3 OYKB U U(p U C KOTUYECTBOM 3HAKOB HE MEHee §;

7. JAnd comuanbHOM CeTH, MOYTHl © JIPYyTUX CalTOB HEOOXOAUMO
UCIIONIB30BaTh pa3Hble maponu. Toraa ecnu Te0s B3JIIOMAIOT, TO 3JI0YMBIIICHHUKA
MOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DJIEKTPOHHBIE ICHBIU

DNEKTPOHHBIE NIEHBIM - 3TO OYEHb YJOOHBIA CIOCOO IIaTeXeH, OIHAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JEHBIH.

DNEeKTPOHHBIE I€HBIM MOSBUINCH COBCEM HEJABHO U UMEHHO M3-3a 3TOTO BO
MHOTHX T'OCYyAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHM QYHKITMOHUPYIOT U O HUX YK€ IIPOIMKCAHO B 3aKOHE, TJIe UX
pa3AeIsItoT HAa HECKOJIBKO BUJOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3Hu11a B TOM, 4TO
aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcsi MPOBOAMUTH OIepanuu 0e3
UJeHTU(UKAIINY T10JIh30BaTENs, @ B HCAHOHUMHBIX MICHTU(PUKALIUS MOTH30BaATENA
SBJIIETCS 00S3aTEILHOM.

Taxke creayeT pasauvarh dJIEKTPOHHBIE (UATHBIE JIEHbIH (paBHBI
rOoCyJIapCTBEHHBIM BajlOTaM) M DJEKTPOHHbIE HePUATHBIE JEHbIU (HE pPaBHBI
roCyJJapCTBEHHBIM BaJIIOTAM).

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe ¢ IIEKTPOHHBIMU JCHBIAMHU:

1. [IpuBstxu K cueTy MOOUIIBHBIN TenedoH. ITO camblil yA0OHBIN U OBICTPHII
croco0 BOCCTaHOBUTH AOCTYN K cueTy. llpuBsizaHHbI TenedoH MOMOXKET, €ciiu
3a0yjenb CBOM TUIATEXXHBIA TApoib WIM 3aiiielllb Ha CaWT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucone3yii  ogHOpaszoBble mapoiu. Ilocme mepexoga Ha YCHICHHYIO
aBTOpU3aALMI0 TeOe yxe He OyAeT yrpoxkaTh OMACHOCTh Kpa)XM WM IepexBaTa
IJIATEKHOTO MApOJIs;

3. BeiOepu cnoxubiii mapoisib. IlpectynHukam OyaeT He MHpPOCTO yrajaTh
CJIOXHBIN MapoJib. HajgexxHbie naposiy - 3To napoju, KOTOpble CoepkKaT He MeHee &
3HAaKOB M BKJIIOYAIOT B C€0sl CTPOUYHBIC n MPOMUCHBIE OYKBBI, UGPHI 1 HECKOJIBKO
CUMBOJIOB, TakM€ KakK 3HaK JoJuiapa, (yHTa, BOCKJIMIATENbHBIA 3HAaK u T.IL
Hampumep, StRONg!;;

4. He BBOJIM CBOM JIMUHBIE TaHHBIE HA caiiTaX, KOTOPbIM HE JOBEPSCIIb.

DJIEKTpOHHAs MOYTa

DNEeKTpOHHAs MOYTa - 3TO TEXHOJOTUS U MPEJOCTABISIEMbIE €10 YCIYTH IO
NEPEChUIKE U MOJYYECHUIO 3JIEKTPOHHBIX COOOILEHUH, KOTOPHIE paclpenessioTcs B
KOMITBIOTEpHOU ceTh. (OOBIYHO JJICKTPOHHBIM TIOYTOBBIM SIIMK  BBITJISIAT
CIIEIYIOIMM 00pa3oM: UMS_TOJIb30BaTeNsA(@uMsl_oMeHa. Takke KpoMe mepeaadn
IPOCTOTO TEKCTa, IMEETCS BOZMOXKHOCTh MepeaBaTh (ailibl.



OcHOBHBIE COBETHI HO 6€30MaCHOM paboTe C AMEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh NpaBWIBHBIA TMOYTOBBIM cepBHC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOp OECIIIATHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIyUIIIE JOBEPATH TEM,
KOTO 3HACIIb U KTO NIEPBBII B PEUTUHIE;

2. He yka3biBali B TMYHOM mouTe JU4HYI0 HHMOopMaruio. Hanpumep, mydie
BbIOpaTh "My3bIKanbHbIN _(panat@" wim Mpok2013" BmecTo "Tema 13";

3. Ucnonb3yil ABYXATanmHyH aBTOPHU3alMI0. DTO KOTJa MOMHUMO MapoJs
HY>KHO BBOJIUTH KOJI, IPUChUIaeMbIi o SMS;

4. BeiOepu CIIOXKHBINA Maposib. [[71s1 Ka)K0ro MOYTOBOTO SIIUKA JOJDKEH OBITH
CBOM HAJICKHBIN, YCTOMYHUBBIN K B3JIOMY [apOJib;

5. Ecain ecTp BO3MOXHOCTH HamMcaTb CaMOMYy CBOM JIMYHBIA BOIIPOC,
HCIMOJIb3YH 3Ty BO3MOXHOCTb;

6. crionb3yii HECKOJIbKO TOYTOBBIX SIIMKOB. [lepBeiii 11 vacTHOM
MIEPEINCKU C aIpecaTaMH, KOTOPBIM Thl JOBEPSEIIb. DTO 3JIEKTPOHHBIM aApec He
HAJI0 UCTIOIb30BATh MIPU PETUCTPALIMHU Ha OpyMax U calTax;

7. He oTkpeiBaii (aitsibl U Jpyrue BIOKEHUS B MUCHbMAaX, JaXKe €CIU OHU
NPUILUIM OT TBOMX JApy3el. Jlydile yTOYHM y HUX, OTIPABISIIM JIU OHU TeOE 3TH
(aiisl;

8. Ilocne oxoHuaHWs PabOTHl Ha IOYTOBOM CEpPBUCE MEPEN 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BoidTu".

KubepOymiHr uin BUPTYalbHOE U3/E€BATEIbCTBO

KubepOymumHr -  mpecinenoBaHWe — COOOIICHHSAMH,  COJEPIKAITUMU
OCKOpOJIeHMS, arpeccuro, 3aIyTUBaHUE; XYJINTaHCTBO; COLIMAJIbHOE
OOMKOTHPOBAHUE C TTOMOLIBIO PA3JINYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTHHTOM:

1. He Opocaiics B 60it. JIydmumii cmoco0: MOCOBETOBATLCS Kak ceOsl BECTHU W,
€CJIM HET TOTO, K KOMY MOXHO OOpaTUTbCS, TO BHayajle YCHOKOUThCSA. Ecim Thbl
HAYyHEIIb OTBEYaTh OCKOPOJICHHWSMU Ha OCKOpPOJEHMs, TO TOJBKO elle Oosblie
pa30AOKeIb KOH(IIHKT;

2. YnpaBisi cBoei KubeppenyTaimeii;

3. AHOHUMHOCTh B ceTu MHuUMasg. CyIIeCTBYIOT CHOCOOBI BBISCHHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTrouT BecTH XyJNIMTaHCKUN 00pa3 BUPTyasbHOM >Xu3HH. VHTEpHET
buKCUpyeT BCe TBOW JEWUCTBHS M COXpaHAET UX. YJamuTh HX OyIeT KpaiiHe
3aTPYJHUTEIIBHO;

5. Cobumonaii CBOIO BUPTYAJIbHYIO YECTh CMOJIOAY;

6. UrHopupyii enuHuyHbIi HeratuB. OmHOpa30BbIE OCKOPOUTEIHHBIC
COOOIIeHHMS JIy4ilie UTHOpUpoBaTh. OOBIYHO arpeccus MpeKpaniaeTcss Ha Ha4albHON
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B
COLIMAJIbHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKHPOBKH OTHPaBKH COOOILIEHUH C
ONPEIEIICHHBIX aJPECOB;

8. Eciu Th1 cBUAETENb KMOEpOyUMHra. TBOM ACHCTBUS: BBICTYIIUTh POTUB
npecieaoBaTens, IMOoKa3aTb €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HETaTHWBHO,
NoJJIepXKaTh JKEPTBY, KOTOPOM HyKHA TIICUXOJOTUYECKAs] MOMOIIb, COOOIIUTH



B3pOCIIBIM O (haKTe arpeCCUBHOTO MOBECHHUS B CETH.
MoobwnbHbIH Tenedon

CoBpeMeHHbIe cMapTHOHBI U IUIAHIIETH COACPKAT B ce0e BIOTHE B3POCIBIN
(GyHKIIMOHAN, W Temepb OHM MOTYT KOHKYPHUPOBaTh CO CTal[MOHAPHBIMU
KoMmbioTepamMu. OHAKO, CPENICTB 3aAIIUTHI AJIs MOIOOHBIX YCTPOMCTB MOKa OYEHBb
Majo. TecTupoBaHUE U MOUCK YSA3BUMOCTEN B HUX TPOUCXOIHUT HE TAK UHTEHCHUBHO,
kak ju1s [1K, 1o %e caMmoe kacaeTcs U MOOUIIbHBIX MPUIIOKEHUM.

CoBpeMeHHbIE MOOWIBHBIE Opay3epbl YK€ MPaKTUYECKH JOTHAJH
HACTOJIbHBIE AaHAJIOTHU, OJHAKO paciiupeHre ¢QyHKIHMOHAIa BIEYeT 3a coOoM
OOJIBIIYIO CIIO)KHOCTh Y MEHBIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOJUTENM BBIMTYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIIUE
KPUTUYECKHE YSI3BUMOCTH ISl CBOMX YCTPOMCTB.

OcHoOBHBIE COBETHI JUIsl 0€3011aCHOCTH MOOMIIBHOTO TeseoHa:

Hudero He sBisiercs no-HacrosinieMy OecruiaTHbIM. Byab ocTopokeH, Belb
Kor/ia Tebe mpeaiaratoT OecIjIaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE- TO
IJIATHBIE YCIIYTH;

Hywmaii, pexxnae yem otpaButh SMS, ¢poto unu Bugeo. Thl TOUHO 3HACHID,
r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo0xoa1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(OHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaii npuiaoxeHus OT HEM3BECTHOI'O HWCTOYHHKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUECHHUE;

ITocne Toro kak Thl BBIMJEIIL C CaiiTa, IJI€ BBOJAWUJ JMYHYIO MHPOPMALIHIO,
3aliIi B HACTPOMKH Opay3epa u yaaiu COoKies;

[lepuonnuecku npoBepsiii, Kakue MIaTHbIE YCIYTU aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBoii HOMep MOOWJIBHOrO TenedoHa TOJIBKO JIOASM, KOTOPBIX ThI
3HAEeIllb U KOMY JIOBEpSEIIb;

Bluetooth nomken ObITH BBIKIIOUEH, KOTJAa Thl UM HE MOJb3yemibcs. He
3a0bIBail MHOTIa TPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAMH-UTPHI - 3TO KPACOUHbBIE, 3aXBATHIBAIOIINE pa3BICUEHs,
00BEIUHAIOIINE COTHH THICSY YEJIOBEK M0 BceMy Mupy. Urpoku uccienyror JaHHbIH
UM MUD, OOIIAOTCS APYT C APYTOM, BBITIOJHSIOT 33JJaHuUsl, CPAKAIOTCS C MOHCTpaMu
Y TIOJIyYaroT ONBIT. 32 yJAOBOJIbCTBUE OHM IUIATAT: MOKYNAIOT JIHCK, OIIAYHUBAIOT
a0OHEMEHT WJIU IPUOOPETAIOT KAKHE-TO OTIIHH.

Bce »Tu cpeacTBa uayT Ha MOAACPKAHUE U PA3BUTUE UTPBI, & TAKXKE HA CaMy
0€30IMacCHOCTh: COBEPILIECHCTBYIOTCS CUCTEMBbl aBTOPU3ALMM, BBITYCKAIOTCS HOBbBIE
natyu (uQpoBbIe 3aMIaTKA ISl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX Urpax CTOUT OnacaThCsi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXy TBOETO MapoJisi, HA KOTOPOM OCHOBAaHA CHUCTEMa aBTOPHU3AIMH OOJIBIITMHCTBA
urp.

OCHOBHBIE COBETHI 10 0€30MAaCHOCTH TBOETO UTPOBOTO aKKAaYyHTA!

1. Ecnu npyroit urpok Bener ceds MiIoXo MM CO3/1aeT TeOe HENMpPUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;



2. Tloxaiyiicst aTMUHUCTPATOpaM UIPhl Ha II0OXOE MOBEJCHUE ATOI0 UTPOKA,
KeJaTeIbHO MPUIIOKUTH KaKHe-TO OKa3aTeIbCTBa B BUJIE CKPHUHOB;

3. He yka3piBait nuuHyro nH(popManuio B npodaiiyie Urpsi;

4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(UIMAIbHBIE TATYA U MOJIBL;

6. Mcnonb3yi CloXHbIE U pa3HbIe TAPOJIH;

7. Jlaxe BO BpeMsl UTPBI HE CTOUT OTKJIFOUaTh aHTUBUpPYC. [loka Tl Urpaeib,
TBOW KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WU KpaXka JIMYHBIX TaHHBIX

OOBIYHOM Kpaxeil JeHeT U IOKyMEHTOB CETOJIHS YK€ HUKOTO HE yIUBHIIb, HO
C pa3BUTUEM UHTEPHET-TEXHOJIOTUI 37I0yMBIIUIEHHUKH TIEPEMECTHIINCH B UHTEPHET,
Y TIPOJIOJIKAIOT 3aHUMAThCS "'MIOOUMBIM" 1€JTOM.

['ak mosiBUIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WJIM (DUIIUHT,
TJIaBHAs 1eJIb KOTOPOTO COCTOMT B TOMYyYEHUH KOH(DHICHIIMATHHBIX JaHHBIX
TI0JIb30BAaTEJICH - JIOTMHOB U mapoJieii. Ha anriuiickom s3bike phishing unraercs kak
¢ummHr (ot fishing - peiOHas oI, password - maposs).

OcHOBHBIE COBETHI IO 0OPHOE € (PUILTMHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Ecim ThI mojo3peBaenib, 9YTO TBOS aHKETa
ObLJ1a B3JIOMaHa, TO HE0OX0AUMO 3a0JJIOKUPOBATh €€ U COOOIIUTh aIMUHUACTPATOPaM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Wcnonp3yil 6e30macHble BeO-CaliThl, B TOM YHCJE, MHTEPHET-Mara3uHoB U
MIOUCKOBBIX CHUCTEM;

3. Ucnionp3yil crnokHble W pa3Hbie Tapoiu. Takum oOpazoM, ecnu TeOs
B3JIOMAIOT, TO 3JOYMBIIUICHHUKH IMOJy4aT JOCTYH TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecniu TeOs B3IOMalid, TO HEOOXOIMMO MpEeAyHnpeluTh BCEX CBOMX
3HAKOMBIX, KOTOpbIE 100aBJIEHBI y T€Os B IPY3bsiX, O TOM, YTO TeOs B3JIOMAIH M,
BO3MOXKHO, OT TBOETO UMEHH OYJET PacChUIaThCs ClIaM M CChUIKU HA (PUIIMHTOBBIE
CalThI;

5. YcranoBu HaaexHbIN mapoib (PIN) Ha MOOMITBHBIN TeaC(OH;

6. OTKIIIOYM COXpaHEHHue napoiisd B Opaysepe;

7. He oTkpbIBail (aiiiasl U Apyrue BIOXKEHHs B MUCbMaX, Ja)xe eclId OHM IIPUIIIA OT
TBOUX Jipy3el. Jlydille yTouHU y HUX, OTIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

[udposas penyranus

[udposas pemyTamus - TO HETaTUBHASI WIIN TIO3UTHBHAS HHPOPMAIIHS B CETH
o Tebe. Kommpomerupyromias uHpopmaiusi, pa3MeilieHHass B UHTEPHETE, MOXKET
Cepbe3HbIM 00pa3oM OTpa3uThCi Ha TBOeH peanbHOM xu3HU. "lludposas
penytaius" - 3TO TBOM UMUK, KOTOPBIA (hopmupyercs u3 uHpopmauuu o Tede B
WHTEpPHETE.

TBoe MecTo IKUTENbCTBA, Yy4eObl, TBOE (DMHAHCOBOE TOJIOKEHUE,
O0COOEHHOCTH XapakTepa M paccKas3bl O OJIM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue TOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOJMKAIUU JIMYHOU
uHpopmaiuu B UHTEpHETE, HE MOHUMAsi BOBMOXKHBIX MOCHENCTBUMA. Thl naxke He
CMOJKEIIIb JOTaJaThCsl 0 TOM, 4TO (hoTorpadusi, pasMerieHHas 5 JeT Ha3al, cTajia
NPUYUHON OTKAa3a MPUHATH TeOs Ha padoTy.



KommenTapuu, pazmenenue TBoux (ororpaduii u apyrue n1elcTBUS MOTYT
HE MCYE3HYTh JAXKE MOCJE TOro, KaK Thl MX yAAJIUIb. Thl HE 3HACIIb, KTO COXPAHUII
3Ty WH(OPMAILIKIO, TTOTIANIa JIM OHA B TIOMCKOBBIE CUCTEMBI U COXPAHUJIACh JI OHA, a
[JIABHOE: YTO MOIYyMAalOT O Te0€ OKpYKaroLIUe JIF0IH, KOTOPbIE HAUAYT U YBUAST 3TO.
Haiitn wundopmanuio MHOTO JET CIYyCTS CMOXET JI000H - Kak U3 J00pbIX
noOyKJIeHUH, TaK U C HAMEPEHUEM MPUIUHHUTD BPEA. ITO MOXKET ObITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE IU(GPOBOM peryTaLUU:

1. ITonymaii, mpex/ie 4eM 4To-TO MyOJIMKOBAaTh U NepeaaBaTh y ceds B 010re
WJIM B COLIMAJILHOM CETH;

2.B Hactpoiikax mpo¢uis yCTaHOBH OTPAaHUYEHHUS Ha MPOCMOTP TBOETO
powIIs U €ro COACPIKUMOTO, CACIIal €ro TOJIBKO "1Ist py3eit';

3. He pasmemaii u He ykas3piBail WH(pOpMaIHio, KOTOpas MOXKET KOTo-Iu0o
OCKOPOJISITh WJIH OOWXKATh.

ABTOpCKOE PaBO

CoBpeMEHHbIE IUKOJIBHUKM - AaKTHUBHBIE IIOJIb30BaTeNId  ILU(PPOBOTO
npoctpancTBa. OIHAKO JAJEKO HE BCE 3HAKOT, YTO II0Jb30BAHWE MHOTHMMU
BO3MOXKHOCTSIMU ~ LM(poBOro  Mupa TpeOdyeT  coONMOJeHuss IpaB  Ha
MHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTEUIEKTyalbHas COOCTBEHHOCTh" OTHOCHUTCA K Ppa3IU4HBIM
TBOPEHHUSM YEJIOBEYECKOTr0 yMa, HauyMHasi C HOBBIX H300pEeTEHUN M 3HAKOB,
0003HAYAIOIIMX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH, U 3aKaHUMBAas KHUTAMH,
dboTorpadpusiMu, KWHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha MHTEUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IPOU3BENICHUSI HAYKH, JIUTEPATYpbl U MUCKYCCTBA. ABTOPCKHE MpaBa BBICTYNAIOT B
KayecTBE TapaHTHHM TOTO, YTO HHIEJUIEKTYalbHBIM/TBOPUECKUNA TPYyJ aBTOpa HE
Oyaer HampacHbIM, JacT €My CIpaBeAJUBbIE BO3MOXKHOCTHU 3apadoTaTh Ha
pe3ynbTaTax CBOEro TpyJa, MOJYYUTh HM3BECTHOCTh W Npu3HaHue. Hukto 6e3
paspenieHusi aBTOpa HE  MOXET BOCHPOU3BOJUTH  €ro  MPOU3BEACHHE,
pacnpocTpaHsaTh, MNYOJIMYHO JAEMOHCTPUPOBaTh, MPOJAABaTh, HWMIIOPTUPOBATH,
yCKaTh B MPOKAT, MyOJIMYHO HMCHOJHAThH, MOKA3bIBATh/UCIIONHATh B 3(dupe win
pasmemate B MIHTEpHETE.

Hcnonbs3oBanne '"mupaTckoro" MpPOrpaMMHOIO  OOECHEYEeHUS  MOXKET
MPUBECTH K MHOTUM PUCKaM: OT TIOTEPH TaHHBIX K TBOMM aKKayHTaMm J0 OJIOKUPOBKHU
TBOEr0 yCTPOMCTBA, IJIe¢ YCTAaHOBJIEHA HelleraibHas nmporpamma. He cTout Takke
3a0bIBaTh, YTO CYILECTBYIOT JIETAIbHBIE  OECIIATHBIE TPOTPAMMBI, KOTOPBIE MOKHO
HAWTHU B CETH.

O noprane

CereBnuok.pd - TBOM IJIaBHBI COBETUYHK B CETH. 37€Ch Thl MOXKEIb y3HATh O
0€30MacHOCTH B CETHU TMOHSATHBIM U JTOCTYMHBIM S3BIKOM, @ MPH BO3HUKHOBEHUH
KPUTHUYECKON CHUTyallul OOpaTUTHCS 3a COBETOM. A TakXKe MPUHATH y4acTHE B
KOHKYpCax M CTaTh CAMbIM IIU(PPOBBIM IpaskJaHUHOM !
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